Data Processor
Privacy Notice



At IDV Check, we are committed to protecting the privacy and security of your personal data. This Privacy Notice
explains how we collect, use, and disclose personal data in our capacity as a data processor, as well as the rights and

choices available to individuals whose personal data we process on behalf of our clients, who are the data controllers.

1. DataProcessing Activities

As a data processor, we process personal data on behalf of our clients, who

are the data controllers. Our processing activities may include:
e Hosting and storing personal data on our servers.
e Providing technical support and maintenance for our clients’ systems.

e Performing data analytics or data processing services as instructed by our clients.

2. Personal Data We Process

The types of personal data we may process include:
e Contactinformation (such as name, email address, and phone number).
e Identification information (such as date of birth, passport number, or social security number).

e Anyother personal data provided to us by our clients for processing purposes.

3. Legal Basis for Processing

We process personal data on behalf of our clients based on theirinstructions and in
accordance with their legal obligations. The legal basis for our processing activities

is typically the contractual relationship between us and our clients.

4. DataSecurity

We implement appropriate technical and organizational measures to ensure the security

and confidentiality of the personal data we process. These measures include:
e Encryption of personal data during transmission and storage.
e Access controls to limit access to personal data to authorized personnel only.

* Regularsecurity assessments and audits of our systems and processes.

5. Data Subject Rights

As a data processor, we act on behalf of our clients and assist them in fulfilling their obligations
under the GDPR. If you are a data subject whose personal data we process on behalf of one
of our clients, please direct any requests regarding your data subject rights (such as access,

rectification, erasure, or restriction of processing) to the relevant data controller.
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6. Data Transfers

We may transfer personal data to third parties or subprocessors, including entities located outside the
European Economic Area (EEA), as necessary to provide our services to our clients. We ensure that such
transfers are conducted in compliance with applicable data protection laws, including the implementation

of appropriate safeguards such as standard contractual clauses or the EU-U.S. Privacy Shield Framework.

1. Contact Us

If you have any questions or concerns about our processing of your personal data

as a data processor, please contact us at support@idvcheck.com.

8. Changes to this Privacy Notice

We may update this Privacy Notice from time to time to reflect changes in our processing

activities or legal requirements. Any updates will be posted on our website.
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